(3) In particular, when p is a prime and p a, then gcd(a, p) = 1.
Congruence Equation
Let m be a positive integer and let a, b ∈ Z. The equation
is called a linear congruence equation. Solving the linear congruence equation (1) is meant to find all integers x ∈ Z such that m|(ax − b).
Proposition 5. Let d = gcd(a, m). The linear congruence equation (1) has a solution if and only if d|b.
Proof. Assume that (1) has a solution, i.e., there exists an integer k such that
s is a solution of (1). Let x = s 1 and x = s 2 be two solutions of (1). It is clear that x = s 1 − s 2 is a solution of the equation
So any solution of (1) can be expressed as a particular solution of (1) plus a solution of (2). Note that (2) is equivalent to
Hence all solutions of (1) are given by 
Proof. Given a solution x = s of (1). Then as = b + km for some k ∈ Z. Clearly,
This means that x = s is a solution of (3). Conversely, given a solution x = s of (3), that is,
Multiplying d to both sides, we have as = b + mk. This means that x = s is a solution of (1).
Example 1. 3x = 6 mod 4.
Since gcd(3, 4) = 1 = 4 − 3, then all solutions are given by x = −6 + 4k, where k ∈ Z, or x = 2 + 4k, k ∈ Z.
Example 2.
6x ≡ 9 mod 15 ⇔ 6 3 x ≡ 9 3 mod 15 3 ⇔ 2x ≡ 3 mod 5.
An element a ∈ Z m is said to be invertible if there is an element b ∈ Z m such that a b = 1; if so the element b is called an inverse of a in Z m . If m ≥ 2, the element m − 1 is always invertible and its inverse is itself. 
Since (p − 1)! and p are coprime each other, we thus have 
This means that p| a 
The two numbers N, e are given in public.
Proof. Case 1:
Case 3: gcd(x, N ) = 1. Since N = pq, we either have x = ap for some 1 ≤ a < q or x = bq for some 1 ≤ b < p. In the formal case, we have
Note that q ap, by Fermat's Little Theorem, (ap)
Example 3. Let p = 3 and q = 5. Then N = 3 · 5 = 15, (p − 1)(q − 1) = 2 · 4 = 8. The encryption key e can be selected to be the numbers 1, 3, 5, 7; Their corresponding decryption keys are also 1, 3, 5, 7, respectively. (e, d) = (3, 11), (5, 5), (7, 7),(9,1),(11,3), (13, 5) , and (15, 7) are encryptiondecryption pairs. For instance, for (e, d) = (11, 3), we have x 1 2 3 4 5 6 7 8 9 10 11 12 13 14 E(x) 1 8 12 4 5 6 13 2 9 10 11 3 7 14
In fact, in this special case the inverse of E is itself, i.e., D = E Given (N, e); we shall know the two prime numbers p, q in principle since N = pq. However, assuming that we cannot factor integers effectively, actually we don't know the numbers p, q. To break the system, the only possible way is to find the number (p − 1)(q − 1), then use e to find d. Suppose 
